


















































































































The most logical stepping stone is to now evaluate the tasks and determine their 

life-span throughout the audit life cycle. The limitation is that the tracking system tracks 

(by weeks and not days. A task assigned and completed in a single day would track the 

same life span of a task assigned on Monday and completed on Friday - one week. The 

first note is that the tasks are in alphabetical order within the proper process. It is 

ascertained that while the bulk of tasks are assigned during the first process 

(Engagement) , the bulk of time weigh-downs are found in the last two processe~ 
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!(Conference and Follow-Up5) . This indicator measures performance based on task life­

span . 

5 Knowing the process, during the last two phases the focus of work product begins to shift from the 
auditor to the inspection site for response and corrective actions. The documented/assigned tasks do not 
normally take a lot of time, but the communication that takes place between the auditors and the site can 
consume hours not accounted for within the project. 
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One obvious place to look for abnormality is the frequency an auditor is assigned 

a new inspection site. The inspection dates are traced for each auditor respectively 

SHERRI 

JONATHAN 
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• Average of 
AssignmentDays 

Number of 
Assignments 

looking to determine the number of days 

between6 inspections for the auditor. For 

the purpose of the study, Jonathan's 

(Auditor 4) numbers are not a factor for 

analysis. This chart shows the number of 

inspections assigned to the auditor and the average number of days between 

assignments. The number of inspections range from 19 to 26 with 13-19 days between 

assignments. The rate is roughly every 2-3 weeks an auditor is assigned a new 

inspection project. This indicator measures the risk of over taxing the auditor with 

engagements too frequently. 

A slightly different view of the task data is to evaluate the milestone completion 

dates. Unlike tasks, the milestone dates are actual dates when the milestone is 

reached. This data is manually gathered by reviewing each inspection file to collect 

dates from emails and other scheduled events during the audit cycle. To conserve 

space on the graph, the milestones are represented as MS1 .. MS8. These correspond to 

the following milestones: 

• MS1 - Inspection 

6 Due to the 2015 flood , all prospective engagement assignments were suspended from October thru 
December. Most of these sites are assigned new dates within the fiscal year; however, a handful fell over 
into the next fiscal year. 
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• MS2 - Inspection Site Review 

• MS3 - Inspection Report Issued 

• MS4 - Inspection Report Signed and Returned 

• MS5 - Inspection Findings Report Site Review 

• MS6 - Inspection Findings Conference 

• MS? - Inspection Findings Report Issued 

• MS8 - Site Follow Up 

~ 11 u • I .I II J t1 
Jr 1-J ,~-\TH .~f\1 ·,.HEf;'R I 3TEPHEN ·- 11 

T ,:, [1[, 

AverageofMS1toMS2 

Ave1age ofMS2toMS3 

• Ave1age ofMS3toMS4 

Average of MS4toMS5 

Ave,age ofMS5toMS6 

Average ofMS6toMS7 

• Average of MS7toMS8 

• Average of DaysActive 

The greatest deviation appears between Inspection Finding Conference (MS67) and 

Inspection Findings Report Issued (MS?). However, what is most alarming are the 

cumulative days between the Inspection Site Review (MS2) and Inspection Findings 

Report Site Review (MS5). The cumulative average is 26 days. This impacts the overall 

flow of the inspection project because the inspection report being signed and returned 

7 Once the conference concludes, the inspection site begins the process of addressing deficiencies. The 
first step is for the inspection site to determine the best cost effective and efficient solution to meet the 
security control requirement. Depending on the site, this process may require escalation to acquire 
approval for funds and other resources. Third-party sites often run into a delay at this stage which 
postpones issuing the Findings Report with an agreed upon corrective action. This delay has little impact 
on meeting deadlines and milestones but does impact the over-all length of time an engagement remains 
active by pushing the follow-up process further out. 
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(MS4) closes out the first half of the engagement with all tasks and milestones tied to 

the inspection date. The second half of the engagement process is linked to the 

Inspection Findings Conference (MS6). The hand-off between the two halves occur 

when a signed inspection report is received and the inspection findings report is sent for 

review8. This also gives evidence for tasks in the Post-Engagement process lingering 

and inflating the total number of tasks present during the engagement process for other 

engagements. Of the indicators used, this risk indicator is the most useful. This KRI 

measures the most specific and accurate data element available, the actual time 

between key events of the project. 

The next step is to analyze all of the collected data including the diagrams created early 

on in the process. The tasks that linger on and not completed timely generally fall under 

"Method" and "Man" causes9. The common denominator of the causes in question boil 

down to communication and education. The causes that surface are: "Method - Cause: 

Response time is too long and next steps gets lost between cracks," "Method - Cause: 

Our process isn't communicated well outside of audit division," "Man - Cause: 

Customers do not understand their responsibility for compliance," "Man - Cause: 

Customers are untrained to our processes and tools," and the top cause is "Man -

Cause: Customers do not respond to evidence or approval/sign-off requests timely." 

8 Early in the program, the Inspection Findings Report was sent out before receiving the signed Inspection 
Report and it was discovered that a control mechanism was needed to ensure the report was returned. 
The signed inspection reports are the evidence submitted to the IRS showing the inspections occur. 
9 By all accounts, Mother Nature causes, specifically the 2015 flood, have the most devastating impact on 
the engagement process. 
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Evaluating the collected data as a whole and not as individual data points, it appears 

that the assignment of tasks and expected completion time during the engagement 

process is too restrictive and optimistic. This observation, coupled with customer's 

limited knowledge of their responsibility for completing certain tasks timely, lead to 

missed deadlines and the need to reschedule key events and milestones. A solution 

that focuses on enhancing these segments of the life cycle will be crucial for adding 

value to the overall process. 

Implementation Plan 
It seems counterintuitive to add more tasks and events to the "Engagement" 

process because this phase already hosts the most tasks and also has the most tasks 

carried past expected timelines. However, the plan is to add tasks and events which 

engage the audit site sooner, add an element for education, training, and 

communication for the audit process, and allow the audit process to start sooner and 

end late~. The purpose is to raise the site's level of awareness of the process, actively 

engage them sooner, and educate them about task ownership. 

There are several action steps to implement a comprehensive plan which will 

increase the communication and education processes of the audit lifecycle. The first 

step is to consider what aspects of the audit process need further explanation and 

determine when the appropriate touch points are for the customer. Next, develop a 

comprehensive Gantt chart which includes the communication and education tasks. All 
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the while, curriculum and souvenirs should be developed with the customer in mind. 

The curriculum and souvenirs should clearly layout 1) the key dates such as inspection 

and closing conference, 2) required documentation requested from customer such as 

policies, system overview, and user lists, and 3) milestones and deliverables such as 

final inspection and findings reports . 

The project time line will take several weeks to define and develop the 

PowerPoint presentation and souvenirs. Week 1, whiteboard ideas for critical 

components to communicate. Week 2, prioritize components from week 1, get IAD 

Director approval , and begin developing talking points. Week 3 - 5, finalize talking 

points, share with IAD Director and get feedback, develop presentation and souvenirs . 

Week 6 - 7, finalize presentation and souvenirs , share with IAD Director and get 

feedback. Week 8, update based on IAD Director's feedback. Week 9, begin using 

newly created curriculum and souvenirs. 

There are no upfront costs to consider other than staff time to develop 

presentations and souvenirs for the audit process. Office products already licensed will 

be leveraged to develop needed deliverables. However, the single audit lifecycle is 

expected to grow to accommodate the communication and education efforts. There may 

be hidden costs to acclimate the new time line. Additional staff time will need to be used 

updating currently used spreadsheets and souvenirs to accommodate new lifecycle and 

tasks. 
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The biggest obstacle based on past experience with customer base will be keeping 

them engaged in the process and getting them to recognize their accountability and 

responsibility for protecting DSS information shared with them based on the contract. 

The best way to keep them engaged is by including the DSS Business Manager in the 

correspondence and at times letting the correspondence originate from the business 

program - used sparingly and only when necessary. The goal for the curriculum will be 

to help educate the customer of their accountability and responsibility for maintaining 

security compliance for the information shared and entrusted to them. 

There are tools already in place that can be utilized for developing the curriculum and 

souvenirs. Additionally, there are staff members from the business area already 

engaged at some level in the audit process. These key individuals may need to be 

leveraged at critical times to engage and help hold the customers accountable and 

responsible for maintaining compliance. The contract and the procurement process may 

be valuable resources for reminding the customers of their legal obligation for 

maintaining compliance. 

The most visible stakeholder in our audit process is the business area which is held 

ultimately accountable for the compliance and security of the information owned by the 

business area. The business area is already aware that the process is being re­

evaluated for effectiveness and given an opportunity to provide feedback into the 

current process. Once ideas are white boarded and prioritized, the business area 
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should be brought into the discussion and allowed an opportunity to shape the talking 

points to drive home the business goals and values for sharing the information. Other 

stakeholders (Chief of Staff and Office of Investigations) will have newly developed 

timelines, curriculum and souvenirs shared with them via email. 

The current processes and timelines will need to be adjusted to accommodate the new 

lifecycle. The main schedule in Excel will need to be re-evaluated to make sure that 

extending the time frame doesn't impose issues on the scheduled inspection and 

tentative findings conferences. Next, the generic task list will need to be updated to 

account for the new schedule and tasks. The templates used for Initial Contact, Contact 

Questionnaire, Engagement Confirmation , Inspection Plan, Inspection Report, Findings 

Report, Evaluation Matrix, and Check List will all need to be evaluated for impact and 

changes. Finally, the shared Outlook team calendar will need to be updated where 

necessary to accommodate changes to timeline. 

Evaluation 
This study evaluated several performance and risk indicators which gives a pinhole view 

into the Info-Sec Audit's operation. The Info-Sec team "owns" the data and should 

continue to collect audit project data including the task and milestone data. Moving 

forward , the task list process should be revamped to collect the date assigned and the 

actual date completed . An additional administration task will be to compile the task data 

weekly. In like manner, the milestone data gathering process will need to be defined and 
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assigned. Both task and milestone data will be compiled leveraging Excel10. The 

workbook contains project, task, and milestone data pertaining to ownership along with 

expected and actual realization dates. Power pivots and graphs are used to create a 

dashboard with visualization of the indicator data11 . J 

10 See the attached "Wilkins - Performance and Risk" Excel workbook to see how the data collected will 
be analyzed. Note: dashboard data is fictitious and used only to verify and validate dashboard 
functionality. 
11 See the attached "Wilkins - Performance and Risk Dashboard" document for a screen shot of the 
dashboard. 
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